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e "BHEIT D" NET—4 D1 ~ D2 [CDL\T
(BSERA1R. T —4AEFH D1 > D2 1 ATV ITDED)

Pr[M(Dq) € S] < exp(e)Pr[M(Dsy) € S]+ 6
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DPODRETA A I\—2 1 D RICKBDENIE
[Barthe & Olmedo, ICALP 2013]
« M: X — Prob(Y) h'(g,0)-DPZiim/=d
& g9 BAET—FD1~D2(CDLT
Pr|{M (D) € S| < exp(e)Pr[M(Dy) € S|+ 6

SEIE I DINEFT—FD1~D2(CDULT

Sseuz]%) (Pr[M(Dq) € S| —exp(e) Pr[M(D5) € §]) <6

_J/

N

AS(M(D1)|[M (D))

IS A=FeDDWEGiIryEF R EDYAI)-—T > X
EUTHIRT DT ENTED (G - &ETMH).,




STEDEEIBR T Y F

Prijp>= f € S] —exp(e1 +€2) Prlv >=g € 5]

/f S)dp — exp(e /g(—)(S)dV

= [ 1)) dn = expler +e2) [ g(-)(8) - 5L
= [ 1)) % — expler +e2)g(-)(8) - 52
< [ (uax(0.5(-)(8) - &) +5z> O exp(er) min (1, exp(e2)g(—)(S)) - - dr
/max (0, f(— —52) P exp(e1) min (1, exp(2)g(—)(S)) - j—Z d7r+/(522—/; dn
/ (ﬁ—exp(q);l;) min(1, exp(es) - g(=)(S)) d7r+/52;l—7r dn

<81+ 6

= A% (u||v) + Sup A2 (f(z)][g(x))
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Priu>= f € S] —exp(e1 + 2) Prjv >= gé%\gryj&j_ Fobindz k]
HIBDS g —

= [ 1O —e(e) [ o)) SEONE n (TS
d dv Radon-Nikodym 5>
— [ 1)) F dr—exper +22) [ 9(-)(8)- T dn o

d’iT T )
Iu B OBIEE R %=
/f d— — exp(e1 + £2)g(—)(S) - el =< EAATD,
d dv

/maX(O f(=)(S) — 52)—|—52) d—'u—exp(el)min(l,exp(sg)g(—)(S)) %dﬂ'

/max (0, f(— —(52) — —exp(sl)mm(l exp(e2)g(—)(9)) - j—; d7r+/52§—/; dm

</, (ﬁ‘exp(gﬂji) min(Lexp(ea) - (-)(5)) dr + [ 85 dn

< 01 + 92
= A% (p|v) + sup A% (f(2)||g(2)) B‘ifﬁ*@(---w‘ftwﬁ
v e




2 DDMHERAEZ LB T D fliie (96617)

2 DODOMESAIE Z 2 DF0 T or LIzRadon-Nikodymnis
BT IR ESHTlocalezED.

locale comparable probability measures = s fin € Prob(L,X1) ’
fixes LM N :: "'a measure"
assumes M: "M € space (prob algebra L)" and N: "N € space (prob algebra L)"
begin]j

(HBS. $H\VEERES. [MENDSLEDEE] &h) IM — O
e . d(par + pn)
definition "dM = real RN deriv (sum_measure M N) M i
N

definition "dN = real RN deriv (sum measure M N) Nu‘\\\\\\\\\L\dﬁJ::

d(par + pun)

BEAED., EFHMEDRadon-Nikodymids %z & D121, |
sigma_finite_measure.real_RN_deriv Z% & (CSOMEZ{#E > THBRK.
(fhB%. Radon-Nikodym#f5> dM, dNDIEEM. BIFEDME. bindIC KBEH)

lemma dM dN partition 1 AE:
shows "AE x in (sum_measure M N). (dM x + dN x) = 1" N .
1 onEERT,

proof- [26 lines] — - ’

ged

end (* end of locale #*)



DP(DA A1 I)I\—> 1 > R)DRRE(59745)

‘ TR LEDEIET. YA/ —2 T 2 RDEDEZ |

(EE) ennreal=[0,0] ClE/x< ereal = [-00,0]T&E D,
definition DP _divergence:: "'a measure = 'a measure = real = ereal " where
"DP divergence M N = = (|| A € (sets M). ereal( measure M A - (exp =) * measure N A))"
(FEETH)

lemma DP divergence nonnegativity:

assumes M: "M € space (prob algebra L)" and N: "N € space (prob algebra L)"
shows "0 < DP divergence M N = "

(GiryEF REDSH 1 )\—=1 > X[Sato&Katsumata,2023]DAIR : B - I - SRIE)
lemma DP divergence monotonicity:

assumes M: "M € space (prob algebra L)" and N: "N € space (prob algebra L)"
and "1 < 22 "

shows "DP_divergence M N =2 < DP_divergence M N =1 "

lemma DP_reflexivity: » —
shows " DP divergence M M 0 = 0" %ﬂit@locale%‘:@o

theorem (in comparable probability measures) DP_composability:
assumes f: "f £ measurable L (prob_algebra K)"
and g: "g € measurable L (prob _algebra K)"
and divl: "DP divergence M N =1 < (dl::real)"
and div2: "v¥x € (space L). DP divergence (f x) (g x) =2 < (62::real)”
and "0< =1" "0<=2"
shows "DP _divergence (bind M f) (bind N g) (=1 + =2) < 01 + 92"




STEDAZNHEEER (X ZZF N5 ER)

¢ (&(iZﬁ‘J? D@Wﬁo

have {measure (M == f) A) - exp (1 + =2) * (measure (N == g) A) [3 lines]

also have ". = ([ x. (dM x) * (measure (f x) A) d(sum_measure M N)) - ([ x. (exp (1 + =2)) * (dN x) * (measure (g x) A) d(sum_measure M N)) " [1 lines]

also have "... = ([ x. (dM x) * (measure (f x) A) - (exp (1 + =2)) * (dN x) * (measure (g x) A) d(sum_measure M N)) " [1 lines]

also have " = ([ x. (dM x) * (measure (f x) A) - (exp =1) * (exp =2) * (dN x) * (measure (g x) A) d(sum_measure M N)) " [1 lines]

also have " < ([ x. (dM x) * (max O (measure (f x) A - 62) + 42) - (exp 1) * (dN x) * min 1 ((exp =2) * (measure (g x) A)) d(sum _measure M N)) " [15 lines]
also have "... = ([ x. (dM x) * (max O (measure (f x) A - 62)) - (exp 1) * (dN x) * min 1 ((exp =2)* (measure (g x) A)) + (dM x) *62 d(sum_measure M N)) " [1 lines]
also have " < ([ x. (dM x) * (min 1 ((exp =2)* (measure (g x) A))) - (exp 1) * (dN x) * min 1 ((exp =2)* (measure (g x) A)) + dM x *52 d(sum _measure M

N)) * [12 llnes]

also have "... =([ x. ((dM x) - (exp 1) * (dN x)) * min 1 ((exp =2) * (measure (g x) A)) + dM x *62 d(sum_measure M N)) " [1 lines]

also have "... =([ x. ((dM x) - (exp =1) * (dN x)) * min 1 ((exp =2) * (measure (g x) A))d(sum measure M N)) +(/ x. dM x *52 J(sum measure M N)) " [1 lines]
finally have *: "(measure (M == f) A) - exp (=1 + =2) * (measure (N == g) A)<() x. ((dM x) - (exp =1) * (dN x)) * min 1 ((exp =2)* (measure (g x) A))d
(sum_measure M N)) +(f x. dM x *42 J(sum_measure M N))"

have "([ x. dM x *32 J(sum_measure M N))=(/ x. 42 d(density (sum_measure M N) dM))" [1 lines]

also have "... =([ x. 42 d(density (sum_measure M N)(ennreal o dM)))" [1 lines]
also have "... =(/ x. 42 dM)" [1 lines]
also have " = 42 * measure M (space M)" [1 lines]

also have " ... < 42" [1 lines]
finally have **: "(/ x. dM x *§2 9d(sum_measure M N)) < 42".

let ?B = "{xc space (sum_measure M N). @ < ((dM x) - (exp =1) * (dN x)) }"
have mblel@: " 7B = sets (sum measure M N)" [1 lines]
have " ([ x. ((dM x) - (exp =1) * (dN x)) * min 1 ((exp =2)* (measure (g x) A))d(sum_measure M N)) < ([ x= ?B. ( ((dM x) - (exp =1) * (dN x)) * min 1 ((exp

=2)* (measure (g x) A)) )d(sum_measure M N))"
proof(rule integral drop negative part2) [17 lines]

ged

also have " < (J xe ?B. ((dM x) - (exp £1) * (dN x)) d(sum_measure M N))" [11l lines]

also have " = ([ x= ?B. (dM x) d(sum_measure M N)) - ([ x= ?B. ((exp =1) * (dN x)) d(sum_measure M N))" [8 lines]
also have " = ([ xe ?B. (dM x) @d(sum_measure M N)) - (exp =z1) * (J xe ?B. (dN x) &(sum_measure M N))" [1 lines]
also have " = measure M 7B - (exp =1) * (measure N 7B)" [42 lines]

also have " < 41" [1 lines]

finally have #EE(S %o ((dM x) - (exp =1) * (dN x)) * min 1 ((exp =2)* (measure (g x) A))dJd(sum_measure M N)) < 41".

show "measure (M == f) A - exp (s1 + #2) * measure (N == g) A < 41 + 42"
using * ** *** py auto

Y EOOBENZLOTIEEES T < SRS E .
(AT HEDIROER LD . BENECRBESHAZ)
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5T S ADMHmDRAZR{b(86417)

(BEREERERED M)

definition laplace density :: “"real = real = real = real" where
“laplace density 1L m x = (1f L > 0 then (exp(-} x - m} / L) / (2% 1)) else 0)"

definition laplace CDF :: "real = real = real = real" where
“laplace CDF 1 m x = (if 1 = 0
then (if x < m then (exp((x - m) / 1) / 2) else (1 - exp(-(x - m) / 1) / 2)) else 0)"

(FRES. FTAMEEFEEEENY) L KD ARIDRIEDM
lemma nn_integral_ laplace_density pos: (E{E\IJE'E_M’%) |

assumes posf[arith]: "0 < 1"
and 1: "a = m"
shows "(/* x € {a..}. ennreal (laplace density 1 m x) dJdlborel) =1 - laplace CDF 1 m a"
proof-
from 1 have "(/* x £ {a..}. ennreal (laplace density 1 m x} dlborel) = (/* x € {a..}. (exp ((m - x}) / 1)/ (2 * 1)) dlborel)"

also have "... =0 - (- exp ((m - a) / 1) / 2)"

proof(rule nn_integral FTC atleast) [49 lines] I 2 1= =L~
ged(auto) %a,oo)ﬁi@fﬂﬁiaﬁ@ﬁfﬁ ’
also have " ... ennreal (exp ((m - a) / 1) / 2) " [1 lines]

also have " ennreal (1 - laplace CDF 1 m a) " [1 lines]
finally show Q: " [*x={a..}. ennreal (laplace density 1 m x)dlborel = ennreal (1 - laplace CDF 1 m a)".
gqed

lemma nn_integral laplace density neg:
assumes pos[arith]: "0 < 1"
and 1: "a < m"
shows "(/* x € {..a}. ennreal (laplace_density 1 m x) dlborel) = laplace CDF 1 m a"
proof- [54 lines]
ged

o ZERHINEREDMBEICAD TLDIFREILADTZHIC.
LK ERIEARICHEI U CEERR U,
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(NRDE—AZ 1) NRE—XA> hORILKDEAERDDEFTE

lemma laplace moment 0O:
fixes k::nat
assumes pos[arith]: "6 < 1"
shows "has bochner integral lborel (A x. (indicator {0..} x *r ((laplace density 1 @ x) * x*k })))(fact k * 1°k/2)"
and "(Aa. LBINT x. indicator {0..a} x *r ((laplace density 1 0 x) * x™k))
(LBINT y. (indicator {@..} y *r ((laplace density 1 0 y) * y~k)))"

proof(induction k) [366 lines]
ged o0 kil . bt N e " i
~ —_ — T _ . _ — 5100 —_ =
lemma laplace_moment_even: EE(L X e ! dCU o LCU ( l)e l ]OJ_‘_l(k + 1) rre ! d[B
fixes k::nat 0 N~ 0

assumes pos[arith]: "0 < 1" =0

shows "has_bochner_integral lborel (A x. ((laplace density 1 m x) * (x - m)~(2 * k) }))(fact (2 * k) * 1~(2 * k))"
proof- [11 lines]
qed

lemma laplace _moment odd:

fixes k::nat

assumes posf[arith]: "0 < 1"

shows "has bochner_integral lborel (A x. ((laplace density 1 m x) * (x - m)~(2 * k + 1) ))( 0 )"
proof- [11 lines]
ged

lemma laplace _moment _abs_ odd:
fixes k::nat
assumes posf[arith]: "8 < 1"
shows "has bochner_integral lborel (A x. ((laplace density 1 m x) * Ix - m{~(2 * k + 1) ))( fact (2 * kK + 1) * 1 ~ (2 * kK + 1) )"
proof- [13 lines]
ged

_—

| WIRMENSNIRE—A> bOETEZ DL D,




ST SAABD =X LD L (19617)

(B - EXRES - aDAIE)
definition Lap mechanism ::"real = real = real measure"
where "Lap mechanism = x = (density lborel (laplace density (1/z) x))"

lemma
shows prob space Lap mechanism: > 0 = prob _space (Lap mechanism = Xx)
and sets Lap mechamism: "sets (Lap mechanism = x) = sets lborel”
and space Lap mechamism: "space (Lap mechanism = x) = UNIV"
proof- [6 lines]
ged

lemma meausrable Lap mechanism[measurable]:

assumes "= > Q"

shows "Lap mechanism = £ measurable lborel (prob_algebra lborel)”
proof(rule measurable prob algebral) [31 lines]

d
q€ //j;;::;|§;1 *ﬁ\\\\\\

(DTS —) — Vz € R.Pr[Lap_(x) = 2| <
proposition DP_Lap_mechanism: = VS € Xg. Pr[Lap,_(z)
fixes xy © ::real = A®(Lap.(z)[|Lap.(y)) =0

assumes "= > @" \\\\\\_;
and "} x -y ! < 1"
shows "DP divergence (Lap _mechanism = x) (Lap _mechanism = y) = < (0::real)”

proof(subst DP _divergence forall[THEN sym],unfold Lap mechanism def,safe) [59 lines]
qed
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o HBRKIEY R MEER
a) I RIEiEZE
b)RIEEHZ
C) EffLnIHIE A
d)RIEE S »: lists(4)

_)LZER[Hirata+, ITP2023] Z&Z&E(C Uz :

[6]
[&)

el

1A OREFIC(BESATSVIEHD)

11 A O)H/_ML’,(%)?L/ <4"E5)

ﬁ@ﬂ@flx HB HAxBn (FrULIED)

n=0

=TT 4

n=0 k=0

TBIZRU Tlists(4) DoREEER T 5(FARSHCE23).

o« TDODZTYUX MNMLEDRTAIEZ 2T (CEERR 9 D (EITH)
- 1B # : Cons, append, fold, foldr, foldl, rev, concat

S LTS EEERN —#%(CoDA & (FBRS7R0). rec_listdDal Al

(2

E<FEXRV\ uncurryBEFRICKHETHR D DOFREINEL B,




[sourcel DRZR{EEIBIR

- BLAIZER (X, Xx, ) EBE fi: A= X, DiEEEZERD(1el),
INRTCD fi: A — X, 2[5 ULH DI REENoRE
Ya=0c({f7'(D)|D¢cXy,,icl})
i@z Iz elAIZER (A, X 4) (E. source &EIF(EN D,
- BEREZERMESE T [ Lo, Xi = Xi BERICR3 LD

5|Z R UJzsourcelC iR 57200, fi: A — X0
CNICIRST. Set LOEBEDIRREAZEMIETES. FIfR=NTLD,
— (KFEEN RN TZ8D)
« Isablle(CHITD. sourceDERE S BIEDTEE
definitions<tag important> source algebra :: "'a set = (('a = 'b) x 'b measure) set = 'a measure" where
"source algebra X F = sigma X {f -" An X | AfM. (f,M) € F A A £ sets M }"
definition prod source algebras<tag important>::"'1 set = ('1 = 'a measure) = ('l = 'a) measure"

where "prod source algebra I M = source algebra (llg 1I. space (M 1)) ({((A f. f 1),M 1) |1. 1 & I}) "

proposition<s<tag important> P1M_1is source: i — = R
shows "space (PiM I M) = space (prod_source_algebra I M)" ’T_%j/rjj U DIER

and "sets (PiM I M) = sets (prod source algebra I M)" Eﬁaﬁ&ﬂ,ﬂugﬂzﬁaﬁ(g—gyo




[sink] DAZINE

. ERRIZERT (X, Xx,) CRAER g Xi — A DiEEEZB (i),
FARTD g;: X; — A =ZTERS Lo DREMNHE
Ya={DCA|g; (D) €Xx,,icl}
iR EeBAIZERI (A, X 4) (Fsink EIRENS. [ gi0 X — AR

FIfR=NCTLD,
- f21b AR
(URIFELNTRUNZED)
definitions<tag important: sink algebra :: "'b set = (('a = 'b) x 'a measure) set = 'b measure" where
"sink algebra Y G = sigma ¥ { A | A. A € Pow ¥ A (¥ (g,N) € G. (g -~ AN (space N) & sets N)) }"

lemma measurable sink algebral:

“Y(g,N) £« G . g £ space N - Y — (g,N) € G = g £ measurable N (sink algebra Y G)"
unfolding measurable def by (auto intro: in sink algebra)

BRIk DEREBETS
(1)gi: X; — A (FETH
(2)fogi: Xi = Y HELAIRS,
f: A=Y (Zapg
% [REMN] =6,

3.
/

lemma measurable sink algebra2:
assumes "f € Y — space M"
and "¥(g,N) € G . g € space N — Y"
and "v(g,N) « G . (M. f (g x)) € measurable N M "
shows "f £ measurable (sink algebra Y G) M"
unfolding sink algebra def
proof (rule measurablel) [28 lines]
ged




B AR ZE B DB (24517)

» BEMESORF(BDHIAF. coprojection) ¢;: X; — [, X;
TE(X;, Xx,) B U Ulzsink(d, EFZERICMR SR,
CNICPRES T, Set EDEBDORBIEZBHZERETE B,

FRAL(EHIEEDEMISEIE)

definitions<tag important: coprod sink algebras<tag important:::"'i set = ('1 = 'a measure) = ('1 x 'a) measure"
where "coprod sink algebra I M = sink algebra (II 1<I. space (M 1)) ({(coProj 1,M 1) |1. 1 € I})

syntax

" _coprod_sink_algebra" :: "pttrn ='1 set = ('1 = 'a measure) = ('l x 'a) measure" ("(3lm _= ./ )" 10)
translations

"IIm 1€I. M" & "CONST coprod_sink_algebra I (Ai1. M)"

lemma coProj measurable[measurable]: L. . . Hilik
assumes "1 € I" ‘ by - XZ — HiEI X’L O)EJIE\IJ |$
shows "coProj 1 & (M i)—wn (lw 1€I. M 1)"

unfolding coprod sink_algebra def
proof(rule measurable sink algebral) [4 lines]
ged

- filier: ey Xo = Y ooefiflts

lemma coPair measurable[measurable]: ) |
assumes "¥ 1 € I. F i € measurable ;;‘;;‘ﬁr““““‘““-~\\\\‘_ (j%° ;X:i — }f)
shows "coPair I (A 1. space (M 1)) F = (IlIw 1€I. M 1
unfolding coprod sink_algebra def

proof(rule measurable sink algebra2) [22 lines]

qed




(ZIR) EiREAIREHODOD G (26617)

W (IR RPLAIRZEZ BN I D (ERFE ).

proposition dist law A measurable:
shows "dist law A I NM e (IIm ieI. (M @u N 1)) —n ( M @n (IIn ieI. N i))"
unfolding dist law A def space pair measure[THEN sym]

proof(intro coPair measurable, subst Ball def,intro alll impI) [8 lines]

ged

lemma sets generator product of M and coprodNi: [58 lines]

lemma sets generator coproduct of prod M Ni: line
ition dist law B bl AxTlizg B & Tlocg 4 x By
proposition dist law B measurable: " N
assumes I: "countable I" DONHBDERTEREEDE S,
shows "dist law B I NM e ( M @nu (IIm iel. N i)) —n (IIn iel. (M @Qu N i))"
proof(rule measurablel) [43 lines]
ged

Llemma dist laws mutually inverse:
shows "Ax. (dist law A I N M o dist law B I N M) x = x
and "Ay. (dist Taw B I N M o dist law A I N M) y = y"
by(auto simp add:dist law A def2 dist law B def)



ARV X bORIZEBORZINE(96147)

o BEEERKp: lists(4) 2 [[°2, [Tie, ADSHED(source/vimage)

fun pair to list ::"(nat x (nat = 'a)) = 'a list" where
Zero: " pair to list (0, ) =[] "
| Suc:" pair to list (Suc n,f) = (f 0) # pair to list (n, A n. f (Suc n)) "

fun list to pair ::" 'a list = (nat x (nat = 'a)) " where

Nil:" list to pair [] = (0,A .undefined) "
| Cons:" list to pair (x#xs) = (Suc (fst(list to pair xs)), An. if n = 0 then x else (snd(list to pair
xs))(n - 1))"

definitions<tag important> listM::"'a measure = 'a list measure"
where "listM M = source_algebra (lists (space M)) {( list to pair, IIw neUNIV. IIs ie{..<n}. M )}"

- FED2DDOfunNHERICEEIBEHR THD &L,
- source CHhADZEMNSENSOuAIYZEEEH T B,
« Cons(Duncurrying) W' eI TH D & (FESHEET1501T(EE)

lemma

measurable Cons[measurable]: " (A (x,xs). x # xs) € M ®u (listM M) —y (listM M)"
proof- [25 lines]
ged

B+ : map, append, fold, foldr, foldl, rev, concat,



Future Work

F 9 (FEERED T 51/ S — DI Z 18R T D

primrec LapMech:: "real = (real list) = real list measure" where

"LapMech = [] = (return (listM lborel) [])"

| "LapMech = (x#xs) = ( (Lap_mechanism = x) & (LapMech = xs)
= (Ap. return (l1stM lborel) (Cons (fst p) (snd p))))"

EHDI X MDOEEXRI(C
STSAANZ XA %= EH

lemma
assumes "(:z::real) = 0"
shows "list mechanism.DP lborel (listM lborel) (LapMech =) = 0"

unfolding list mechanism.DP def
proof(intro conjI balll impI}I

sorry

ANYU X bOBHEREMRZTEE L.
proof (state) ENTSAINS—%RT,

goal (2 subgoals):
1. LapMech = £ 1istM lborel —u prob _algebra (l1stM lborel)

2. A(x::real list) y::real list.
¥ & space (listM lborel) —
y & space (listM lborel) —
Hamming distance x y < (l::real) ~ length x = length y —

DP divergence (LapMech = x) (LapMech = y) = < (0::ereal)
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